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In 2012, The Next Wave (TNW) devoted two 
issues to cybersecurity, focusing on the need 
for basic scienti�c foundations to underpin 
our trust in systems. Creating this “Science of 
Security” (SoS) requires sustained support and 
long-term vision. One only needs to look at the 
news headlines to observe that the need for 
more secure systems continues to exist and our 
e�orts are far from over.

The good news, I believe, is that we are 
beginning to see the emergence of some 
components necessary for a true science—
including a community of cybersecurity 
researchers whose methods are rigorous, who 
are willing to challenge, refute, and improve 
ideas, and who are providing results that can 
be built upon by others. In addition, more and 
more universities are adding undergraduate 
and graduate courses or units that examine 
scienti�c rigor in security research.

Of course, it is essential that this new 
science be grounded on common de�nitions. 
Throughout the years, there has been much 
debate about the nature of science—what it 
is, and what methods are best. The works of 
Karl Popper on falsi�ability, of Pierre Duhem 
on the testing of hypotheses as parts of whole 

bodies of theory, and of Thomas Kuhn on shifts 
in scienti�c paradigms, are �ne examples of 
this. No doubt we will continue that broader 
discussion in relation to security science, but 
that is not our interest here.
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This issue of TNW describes research 
contributing to the development of security 
science. Included are highlights of two 

workshops initiated by the Special Cyber 
Operations Research and Engineering 
subcommittee: one on the adoption of 
cybersecurity technology, the other on 
computational cybersecurity in compromised 
environments. We also present highlights of the 
ongoing multidisciplinary university research at 
the SoS lablets. Interspersed are several more 
in-depth papers on topics including power 
grid security, phishing, privacy, cyber-physical 
systems, and a competition aimed at building 
better code.
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Whether you are a long-time reader 
of TNW or have just discovered it, we 
hope you will always count on this 
publication as a “go to” source for news on 
emerging technologies.


